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P R I V A C Y    N O T I C E 
Your Information, Your Rights

Being transparent and providing accessible information to patients about how we will use your personal information is a key element of the Data Protection Act 2018 and the EU General Data Protection Regulations (GDPR).

The following notice reminds you of your rights in respect of the above legislation and how your GP Practice will use your information for lawful purposes in order to deliver your care and the effective management of the local NHS system.  

This notice reflects how we use information for:-

· The management of patient records

· Communication concerning your clinical, social and supported care

· Ensuring the quality of your care and the best clinical outcomes are achieved through clinical audit and retrospective review

· Participation in health and social care research and

· The management and clinical planning of services to ensure that appropriate care is in place for our patients today and in the future.

Data Controller

As your registered GP practice, we are the data controller for any personal data that we hold about you.  
What Information do we Collect and Use?




            

We will collect the following types of information from you or about you from a third party (provider organisations engaged in the delivery of your care):

· “Personal Data” meaning any information relating to an identifiable person who can be directly or indirectly identified from the data.  This includes, but is not limited to, name, date of birth, full postcode, address, next of kin and CHI number.                                                   And
· “Special category/sensitive data” such as medical history including details of appointments and contact with you, medication, emergency appointments and admissions, clinical notes, treatments, results of investigations, supportive care arrangements, social care status, race, ethnic origin, genetics and sexual orientation.  

Your healthcare records contain information about your health and any treatment or care you have received previously (e.g. from an acute hospital, GP surgery, community care provider, mental health care provider).  These records may be electronic, a paper copy or a mixture of both.  We use a combination of technologies and working practices to ensure that we keep your information secure and confidential.     We are registered under the Data Protection Act and the new GDPR regulations.  We are also registered with the Information Commissioner (ICO).
Why do we collect this information?

· Pursue your vital interests

· Pursue our legitimate interests as a provider of medical care, particularly where the individual is a child or a vulnerable adult

· Deliver preventative medicine, medical diagnosis, medical research, and

· Manage the health and social care system and services

· To ensure you receive safe and appropriate care and treatment

How is the information collected?

Your information will be collected either electronically using secure NHS Mail or a secure electronic transfer over an NHS encrypted network connection.  In addition physical information will be sent to your practice.  This information will be retained within your GP’s electronic patient record or within your physical medical records.  
The Practice will ensure that patient confidentiality is maintained at all times by all members of the Practice team.  
The Practice may, from time to time, use texting to communicate with you.  The Practice will only text you to remind you of an upcoming practice appointment or to remind you to make a review appointment.  The content of the text will be generic and contain no identifiable information.  If you do not wish to receive text messages, please advise a member of staff.
Who will we share your information with?

For the effective functioning of a multi-disciplinary team it is necessary that medical information about you is shared between members of the Practice team.  Some patient information may have to be shared with Clinical Staff outwith the Practice (i.e. hospital staff). And:-

· NHS acute services (i.e. referral process, emergency admission)

· 111 and Out of Hours Service

· Local Social Services and Community Care services i.e. District Nurses.

Your information will only be shared if it is appropriate for the provision of your care or required to satisfy our statutory function and legal obligations.  

Whilst we might share your information with the above organisations, we may also receive information from them to ensure your medical records are kept up to date so that your GP can provide the appropriate care.   
Depending on the situation, where necessary we will also share appropriate, relevant and proportionate personal information in compliance with the law, with the following:  
· Our patients and their chosen representatives or carers 

· Staff

· Healthcare social and welfare organisations

· Legal representatives (consent required)
· Auditors and audit bodies

· Educators and examining bodies

· Research organisations

· People making an enquiry or complaint (if appropriate)
· Insurance organisations (signed consent required)
· Police forces
· Central and local government.

· Voluntary and charitable organisations (consent required)

Inspection Teams for Payment Verification

Certain services that we provide attract payments that the Practice have to claim and verify.  This will involve NHS staff coming into the Practice to check.  These checks will be done routinely and the staff may require access to medical records.  Again all information is “STRICTLY CONFIDENTIAL”.

Thus in this restricted scenario:

1) Records may be viewed by persons outside the primary care team which provides their care.

2) The purpose of such disclosure is strictly limited to a verification process which is required to ensure Practice compliance with educational standards for trainee doctors.

3) The visit team are all subject to a strict duty of confidentiality.

4) Any patient may object to the whole, or any part, of the inspection of their own medical records and be assured that their objection will be respected.
Studies
The practice sometimes participates in studies with the specific aim of improving the general population’s healthcare – early detection of disease, improvement in medications, improvement in outcomes for patients.  Data is extracted by NHS staff who are all governed by strict confidentiality agreements.  Any data shared is anonymised.
SPIRE
SPIRE  is a service run by NHS Scotland that allows small amounts of information from GP practice records to be used to help doctors’ surgeries, NHS Scotland and the Scottish Government to improve care and plan services, and to help researchers to learn more from patient information held at GP practices.  To find out more go to spire.scot  or call NHS Inform on 0800 22 44 88.

Who Provides the Personal Information

When you do not provide information directly to us, we receive it from other individuals and organisations involved in the delivery of health and care services in Scotland.  These include other NHS Boards, dentists, pharmacists and opticians; other public bodies e.g. Local Authorities and Social work.
Transferring personal information abroad 
It is sometimes necessary to transfer personal health information overseas for example if you require urgent medical treatment abroad. When this is needed information may be transferred to countries or territories around the world. Any transfers made will be in full compliance with NHSScotland Information Security Policy. 
Retention periods of the information we hold 
Within Cadzow Health Centre we keep your health record until you die or register elsewhere.
How we protect personal information 
We take care to ensure your personal information is only accessible to authorised people.  Our staff have a legal and contractual duty to keep personal health information secure, and confidential. The following security measures are in place to protect personal information: 
· All staff sign confidentiality agreements
· Compliance with NHS Scotland Information Security Policy 

· Organisational policy and procedures on the safe handling of personal information

· Access controls and audits of electronic systems 

Your rights 

This section contains a description of your data protection rights within NHS LANARKSHIRE & Cadzow Health Centre:-
The right to be informed

Cadzow Health Centre must explain how we use your personal information. We use a number of ways to communicate how personal information is used, including: 

· This Privacy Notice 

· Information on our website 

· Discussions with staff providing your care

The right of access

You have the right to access your own personal information.  

This right includes making you aware of what information we hold along with the opportunity to satisfy you that we are using your information fairly and legally.  

You have the right to obtain:
· Confirmation that your personal information is being held or used by us

· Access to your personal information

· Additional information about how we use your personal information

Although we must provide this information free of charge, if your request is considered unfounded or excessive, or if you request the same information more than once, we may charge a reasonable fee.  

If you would like to access your personal information, you can do this by contacting: 

The Practice Manager, Cadzow Health Centre, 187 Low Waters Road, Hamilton. ML3 7QQ 

Once we have details of your request and you have provided us with enough information for us to locate your personal information, we will respond to your request without delay, within one month (30 days). However If your request is complex we may take longer, by up to two months, to respond.  If this is the case we will tell you and explain the reason for the delay.

The right to rectification

If the personal information we hold about you is inaccurate or incomplete you have the right to have this corrected.

If it is agreed that your personal information is inaccurate or incomplete we will aim to amend your records accordingly, normally within one month, or within two months where the request is complex.  However, we will contact you as quickly as possible to explain this further if the need to extend our timescales applies to your request.  Unless there is a risk to patient safety, we can restrict access to your records to ensure that the inaccurate or incomplete information is not used until amended.

If for any reason we have shared your information with anyone else, perhaps during a referral to another service for example, we will notify them of the changes required so that we can ensure their records are accurate.  

If on consideration of your request Cadzow Health Centre does not consider the personal information to be inaccurate then we will add a comment to your record stating your concerns about the information. If this is case we will contact you within one month to explain our reasons for this.

If you are unhappy about how Cadzow Health Centre has responded to your request for rectification we will provide you with information on how you can complain to the Information Commissioner’s Office, or how to take legal action.
The right to object 

When Cadzow Health Centre is processing your personal information for the purpose of the performance of a task carried out in the public interest or in the exercise of official authority you have the right to object to the processing and also seek that further processing of your personal information is restricted. Provided Cadzow Health Centre can demonstrate compelling legitimate grounds for processing your personal information, for instance; patient safety or for evidence to support legal claims, your right will not be upheld. 
Other rights 

There are other rights under current Data Protection Law however these rights only apply in certain circumstances. If you wish further information on these rights go to www.ico.org.uk or ask receptionist for our “Other Rights Notice”.
The right to complain 

NHS Lanarkshire and Cadzow Health Centre employ a Data Protection Officer to check that we handle personal information in a way that meets data protection law.  If you are unhappy with the way in which we use your personal information please tell our Data Protection Officer using the contact details below. 
Mrs Michelle Nobes – Data Protection Officer, NHS Lanarkshire

Information Governance Manager, DPO

eHealth Department

Kirklands Hospital

Fallside Road

Bothwell, G71 8BB

01698 858079  michelle.nobes@lanarkshire.scot.nhs.uk
Mrs Ann Wilson

Data Protection Officer

Cadzow Health Centre

187 Low Waters Road

HAMILTON

ML3 7QQ

01698 327028
You also have the right to complain about how we use your personal information to the Information Commissioner’s Office (ICO).  Details about this are on their website at www.ico.org.uk.  

If you are happy for your data to be extracted and used for the purposes described in this privacy notice then you do not need to do anything.






